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Beyond the Twelve-Factor App THEERETNTWNBLDIC, API DFFEHIESY R T TS —2 3 > HFEICBVLWTEER
MIBEDIFICIRDTWVWET, F/z. AP DABFEVVZIFTIFRL,. ZD API BFRRETDUF 1 VST BEHERETERET
BAFEICLCTH K T EM, TF 271 APIBERICDINB EEZEZ SN TULET,

AFETIE. MicroProfile Interoperable JWT RBAC (BABE. MPIWT &EE&) ZEHERUZEF 177 API ZHI(C. MicroProfile
OpenAPI (BAf#. MPOpenAPI EEE2&k) TRFIAS MEFTBFECDODNTHERLET . 7ZIEL. AKIFTIE. MPOpenAPI
[CRATDEASBHICDOVWTIFFHBLEREADT., BEICKHU T, BEDRBZERIIZE,

e  MicroProfile OpenAPI ([CKD API IR (Partl) : BXFD Java I— R&ERF I XA MET S

e  MicroProfile OpenAPI (CK D API BIE (Part2) : MicroProfile OpenAPI annotation ZFJFA L RF1 X> MET S
CCTERNITZDTOUS LDRRRY—XI—R(E. LUIFTESEAJEETT.

e  https://github.com/fujitsu/app_blog/tree/master/openapi-jwt-202212 (GitHub D/ R—A)

MP JWT Z{EF U= MicroProfile 72’'U4or—>3>

AET(E. MPIWT ZEH U= MicroProfile 7 U4 —< 3> %f)(C. MP OpenAPI D RF1 XA MESEZEBE(CBNALETD.

MP IWT (&, IO —EXDI> RRA> MIHUT. ISON Web Tokens (JWT) =AU, O—ILR—XT7OZXHIfH (Role
Based Access Control) ZIRFEUET . MPIWT (CDWLWTIE. BEDEEBBTSHEIESL,

e MicroProfile IWT (CRDRAT—STILTEFAT7RNRAoO—EXEE — AFIR (Part1) —
e MicroProfile IWT (CRDRAT—STILTEFAT7RNAoOP—EXEE — AFIR (Part2) —

LUIF o047 S A&, Jakarta RESTful Web Services D77 U4 —< 3 > T, 1—H ID &38TE LTz URL(HHI: "http://example.com/user/100")
ZBUODTIRNTDE ZEITDI—TEERNTS API ZEEXLTCWET ., COTOTSATIE (1) D@RolesAllowed [C5EE L T
WBO—-ILEFDI—YNT7ORTE, O—)LILISON WebToken ATIEEL 7TV —>3 > (TBULET . APIOBIE(ICDNTIE
(2) T. APIICIBETD/INSADCDNTIE (3) T, APIDL AR RICDWNTIE (4) / (5) T. MP OpenAPI ZEAL RF1 A
> MEENTWET,

@Path ("/user™)
public class User {
@GET
@Path ("/{id}")
@Produces ("text/plain”)
@RolesAllowed ("EEE”) - - - (1)
@peration (summary = "INT ZERLzEF 21 7RELL”) - - - (2)
@Parameter (name = "id", description = 21— ID") - « - (3)
@APIResponse (responseCode = "200”,
description = "L IDICZH T 1—TFDEFIERRLEDT, 7,
content = @Content (mediaType = "text/plain”)) - - - (4)
@APIResponse (responseCode = "404”, description = "L IDICEZY T D 1—REFELERA. ") -+ - (H)
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https://global.fujitsu/ja-jp/local/software/ap-blog/
https://blogs.vmware.com/tanzu/
https://docs.fujitsu/documents/2-00134/ap-blog-openapi1.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-openapi1.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-openapi2.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-openapi2.pdf
https://github.com/fujitsu/app_blog/tree/master/openapi-jwt-202212
https://docs.fujitsu/documents/2-00134/ap-blog-microprofile-jwt-part1.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-microprofile-jwt-part1.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-microprofile-jwt-part2.pdf
https://docs.fujitsu/documents/2-00134/ap-blog-microprofile-jwt-part2.pdf

public Response user (@PathParam (*id”) int id) {
String name = getName (id) ;
if (name == null)
return Response. status (Response. Status.NOT_FOUND) .entity ("sHI1—HIZfEELEEA¥N") .build () ;
else
return Response.ok (name) .build () ;

FERTIOIVSAEETI B/ZHIC. MicroProfile 5.0 BIREED—DTH B, Launcher FAHELFEI . Launcher (FUATFTLDAS D> O
—RUFIBULZET,

e  https://github.com/fujitsu/launcher/releases/download/4.0/launcher-4.0.jar

Launcher DfEWLA (X, 9> 00— RUJE launcher-4.0.jar ZEEDIHBAAICENT, java ANX RD -jar AT I U(CIBEITDEITT
I (1AM =IAFESARETY,) EM7R Launcher DERSEE. UTDORFIAS hESRULTLIIEEU,

e  https://github.com/fujitsu/launcher/blob/master/docs/Usage.adoc

$ java -Dmp. jwt.verify.publickey.algorithm=ES256 -Dmp. jwt.verify.publickey={Base64 T > d— R U7z JWK} -jar
launcher-4.0. jar --deploy secureapi-1.0.war

COTOTSLADEILR « EITOFEMICDLNTIE, GitHub ZSIBLES0N,

LFETOTSLDES7E MPOpenAPI T RF 1 X MEESNTERABERGET BIEHICIZNW DS ENSBDET, — DI, yaml £
KNTRRIDAET. % MicroProfile 7T U —2 3> (LT, MP OpenAPl DI RARA >~ (TOHBETHBNIE.
"http://localhost:8080/openapi") ZIBEL XTI, HD— DI, Swagger Ul ZFERT B/5ET. 5% MicroProfile 7 UL —= 3 > (Cxd
UT. SwaggerUl DI RRA > b (CHHBETHNIL, "http://localhost:8080/openapi-ui") ZIBELET. LWINHE. K1PPK 2 (C
RIKSC, APIOE UFENC L R RICEAL T, BERBRIAENESNTVB LS (CHAFET,

QO O localhost:8080/0penap

openapi: 3.0.3
info:
title: MP WTHE{ERLY L JIL
description: MicroProfile Interoperable JWT RBAC . MicroProfile OpenAPl&E{FRLI=H L FIL 7 F ) — 30
contact:
name: HEIEIEHE
url: http: //example. com
email: contact@example.com
version: 71.07
paths:
Juser/Lid}:
get:
summary: JWTE AL+ PRl
parameters:
- name: id
in: path
description: 2—41D
required: true
schema:
format: int32
tvpe: integer

responses:
“e00”
description: ELIDIZITIA-—YORIERTLET.
content:
text/plain: {1}
“4047:

description: FTELZIDIGEIETZ1—UHTEHEL FHA.

1: MP OpenAPI T> KRR > b~
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https://github.com/fujitsu/launcher
https://github.com/fujitsu/launcher/releases/download/4.0/launcher-4.0.jar
https://github.com/fujitsu/launcher/blob/master/docs/Usage.adoc
https://github.com/fujitsu/app_blog/tree/master/openapi-jwt-202212

MP JWTZ{ERUEY Y ) OF

fopenapl
MicroProfile Interoperable JWT RBACE. MicroProfile OpenAPIEERBLIEY Y IILZ V-3

BRSO - Website
Send email to BRASHESE

default A

ﬂ Juser/{id} IWTEERLEETIrEFHL ~
Parameters

Name Description
jd * required J1-HID
integer($int32)
(path)
Responses
Code Description Links
200 No links
HEELEIDCENT 61 ToEazRRLET,
Media type
text/plain ~ l
Controls Accept header.
404 No links

{EELEIDIGEA T 2T YD ELERA.

2 : Swagger Ul

UH L. EBRIC. CO APIHCTZOTERTBIz8(CIE. TR ISON Web Token % Authorization ANWA (L5 U THFECHITHRENS D
FIN, BTOEICDNWTDERD DD FERA. FFED. Swagger Ul D [Tryitout] RY S, API DT X MELE UHMTZEITHN
Bf(C, 11— 1D ZI_EITDLEIFTE. LR ZAOD— R 401 BNRHAIENF T, K3 DBITIE. I—F D (. [10] ZIBELUET
UFEERTIN. REFEa A MIEEERDRLY, 1401 Error: Unauthorized] &ULVD L AR AR ENTWET,
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ﬂ Juser/{id} IWIEHERLETFIFREEL ~

Parameters Cancel

Name Description

id & required
integer($int32)

(path)

Clear

Responses

curl -X "GET' \
"http://localhost:seaa/userfie” \
-H ‘"accept: text/plain®

Code Details

Error: Unauthorized

<!DOCTYPE himl PUBLIC "-//W3C//DTD XHTML 1.8 Strict//eN" “hitp://wem.w3.org/TR/xhiml1/DTD/xhtmll-stric
t.dtd"><himl xmlns="http://wesi.w3.0rg/1999/xhtml" ><head><title>Error reporte/title><style type="text/c
55 :(l——H_'l {font-family:Tahoma,Arial, sans-serif;color:white;background-color:#525076;font-size: Zpr..
mily:Tahoma,Arial, sans-serif;color:white;background-color:#525076; font-size:! sFH3 {

—-Fallly Tahoma,Arial,sans-serif;color:white; backgrnund color:#525076; font-size:lapx; } BODY {font-famil
y:Tahoma,Arial,sans-serifjcolor:black;background-color:white;} B {font-family:Tahoma,Arial,sans-serif;
color:white;background-color:#525076; P {font-family:Tahoma,Arial,sans-serif;background:white;color:b
lack;font-size:12px;}A {color : black;}HR {color : #525D76;}--></style> </head><bodyx<hi>HTITP Status 4
81 - Unauthur‘lzed(,fhl)(hr,-f)(p)(b)type(,fh) Status r‘epnr“t(,-fp)(p)(h)lessagedb)unauthor‘ a‘ / Download
ription</b>This request requires HTTP authentication.</p><hr/></body»</hitml>

Response headers

content-language:
content-length: 994
content-type: text/himl

date: Mon,19 Dec 2822 81:13:23 GMT

K3 :1—HID(C l10] ZIBELT. API ZERITURER

RETIE. CDOLDRR, APIDFIHRET D EFIUT 1 EM%E. MPOpenAPl TRFIAS METBIHEEBNUET.

TF1VUF1 AF—DiEA

OpenAPl Tl TF a1 UFTBEBHRZLIRTD. TF1VUT AF—T HNEESNTULET ., MPOpenAPI Tld. CDORF—I%&
@SecurityScheme 77 /7T —> 3> TR TEET ., FIEDTOTS %, @SecurityScheme ZfE> TEZFEUBOHNUTICRDE

3_0

@Path (”/secureuser”)
@SecurityScheme (securitySchemeName = "JWT-Auth”, - « - (1)
type = SecuritySchemeType. HTTP, « « - (2)
scheme = "bearer”, - - - (3)
bearerFormat = "JWT”, « « - (4)
description = "JWT ZFERA LR F—<, ¥n @Y7 Json Web Token Z Authorization A4 (CHEEL T
<7_:“_$L\O ”)
public class SecureUser {
@GET
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https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#securitySchemeObject
https://download.eclipse.org/microprofile/microprofile-open-api-3.0/apidocs/org/eclipse/microprofile/openapi/annotations/security/SecurityScheme.html

@Path ("/{id}")
@Produces ("text/plain”)
@RolesAllowed ("EEE")
@peration (summary = "INT ZEFEBRLzEF 1 7RELL")
@Parameter (name = ”"id”, description = "1—1ID")
@APIResponse (responseCode = "2007,
description = "#8ELE ID YT 1—TFDEFIERRLEDT, 7,
content = @Content (mediaType = "text/plain”))
@APIResponse (responseCode = "404”, description = "HEEULEZ IDICEYT D A—DNEFELEEA. )
@APIResponse (responseCode = "401”, description = "F@EER b—2 VICKBEEL, ")+ - - (5)
@SecurityRequirement (name = "JWT-Auth”) « - - (6)
public Response user (@PathParam (”id”) int id) {

@SecurityScheme (Cld. EDRDRTEFIVUTsFEREFSONMETRULET. (1) T CORF—XDEZEZEIBELET. D
ZRIE. 8D, @SecurityRequirement D/\SAF(CIBEULET ., SEIE. IWTZFESTzs, £ (2). (3). (4) EBEHDISIC. type
(C SecuritySchemeType.HTTP. scheme (C"bearer'. bearerFormat ([C"JWT"ZIETELZE 9. SecuritySchemeType HTTP ZIEE T D&
Authorization NV AMEDNDKDICIRADET ., ULEADT. D, (2). (3). (4) DEEmICLD,

Authorization: Bearer

EWVD HTTPAYAIMEDND Z E(TRADET,

@SecurityScheme (FXF—VETERITDEDTIN. FEHBEULEAF—IEFES(CZE.  (6) [CERBEDEIDIC. T2 RMRA> MMIHL
T. @SecurityRequirement Z{FFAUET . name /NS AH (L. WIET D @SecurityScheme D securitySchemeName TIBE UIZiEX IS
FEUET, Fe. (5) DEDC. @R IWT Z AP TIBE LR D TEHBEDL R RICE T 2ABELIIR UL THEET,

@SecurityScheme & @SecurityRequirement I DL DICEE UL T7TUS —2 3% Swagger Ul TRBEE 4 DED(TAD
ESER

@ Swagger

MP JWTEERULEYY TN OD

Jopenapi

MicroProfile Interoperable JWT RBACE. MicroProfile OpenAPIE(ERLIEH Y ALV W —3a

HEEDES - Website
Send email to BRIEHER

default N
ﬂ /secureuser/{id} WTzERUZEFIFHRIFHL /\| ™
Name Description
jd * required 141D
integer($int32
(path)
Responses
Code Description Links

4:EF2VFTA RF—T2EH
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https://download.eclipse.org/microprofile/microprofile-open-api-3.0/apidocs/org/eclipse/microprofile/openapi/models/security/SecurityScheme.Type.html#HTTP
https://download.eclipse.org/microprofile/microprofile-open-api-3.0/apidocs/org/eclipse/microprofile/openapi/annotations/security/SecurityRequirement.html

BEEARIC, [Authorize] EWDMREUHAFZICHIRIDKRS(CADFELZ. COMRY>ZIBTE BI5DOA—Y S XBERAN

EEAHRUET.

Available authorizations

JWT-Auth (http, Bearer)

IWTEBRUIZAT Y. B4 ])son Web Token#Authorization \wAISEL THZEW,

Value:

| |

I Buthorize H Close ]

5 : MP OpenAPI T> RiR-1 >

COHFA7OJEME(C(E. @SecurityScheme (CEEE LIz F 1 UFT 1 BHENRRSN. AP HIBENEF 1 UT « (CRERIERE

ANTFTBIENTEFYT. SHOHITE. B6DKDTEURIWT ZANDLET,

Available authorizations

JWT-Auth (http, Bearer)

JWTEERUEAF—Y. #ti]son Web Token#Authorization\yAITIBTEL TUEEL,

Value: /

3B11ddsPRh3qJ1-JANd Tfw==| ]I\ BNGINTEAD

| Authorize H Close

X6 :IWTZAD

A=YV SAXBRANEERZEACDE. B4 [TF21 VT« RF—T2ER] BEOARIICHTVWZRO T 3> O, 7D

KD, FWTWEIRENSEAUTZIREEICED D E T,

Authorize nl

w

X7:8#<x—0
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BN IIRREET, - D ZIBEL. UIIAREXELET (Execute RYEIRTF),  [curll DAIC(E. Authorization /\
wAH, IBEULZIWT EEBIfASESNTVT, HITP XF—FXO— KA1 200 T, EERL R APIEDELUE,

default %
/secureuser f{id} |WTEERLEZEFIFEESLL ~ @
Parameters Cancel |
Name Description
1D
10

Clear

Responses

Curl

curl -X 'GET' \
"http://localhost:8080/secureuser/10" \
-H accsziticUexlsplain’
4 'Authorization: Bearer eyAgInR5cCIGICIKVIQiLCAgImFsSZyIGICIFUzIINIISTICAiaZlkIjogImtleSaxMjMOInd=.eyAgImlzcyI6ICLnmbro-

&

Request URL

http://localhost:B8088/secureuser/1e

Server response

Code Details

Response body

=1lKEp

Response headers

content-length: 16

rantant funne ot fnladin

8 : IEREHER

FLH

AIET(E. MicroProfile OpenAPI Z{£ > =, Jakarta RESTful Web Services D7 T U4 —2 32D REFa1 A> MESE. TtV
T4 RAF—. F/z. Swagger Ul TORRBEESEICDWVWTRBNTUE L. TF2 777X APIDERET « RFI A MEDBRICIE. AT/ T
BNAUAEZESECLTIIZEN,

ELiEkAatt https://global.fujitsu/ja-jp/local/software/ap-blo

7 of 7  © 2023 Fujitsu Limited



https://global.fujitsu/ja-jp/local/software/ap-blog/

	富士通Javaブログ
	MicroProfile OpenAPIを使用したセキュアAPIのドキュメント化
	MP JWTを使用したMicroProfileアプリケーション
	セキュリティスキーマの使用
	まとめ

